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Crisp Regional Hospital IT Audit
	 The needs for robust IT audit are profound in a hospital-related EHR system, which necessitates internal and external controls. The Crisp Hospital hinges on a single audit framework to harness the financial reporting and reliable technological competencies. (Jiang, Chang, Chen, Wang, & Klein, 2014). Designing an elaborate IT Plan in an organization merits because it makes it easier to prevent fraud, detect assets misappropriation, and minimize the cost of capital (Tysiac, 2016). Consequently, the Crisp Hospital relies on an efficient IT Audit Plan to make healthcare provision affordable and harness the benefits to the patients. 
Importantly, the caliber of the IT Audit Plan at the Crisp Hospital utilizes a single and integrated framework. The tenets of a single and integrated audit framework merit in a hospital-related IT facility because of the high degree of regulatory and enterprise risks (Wescott, 2018). Besides, a single audit framework requires a high level of preparedness to influence on the procedures and facilitates the manager to achieve additional insights (Tysiac, 2016). The profound model of a single IT Audit framework that elicits numerous benefits to a hospital institution is the ISACA’s governance and management structure called COBIT.
COBIT 5 Audit Framework
	COBIT is an acronym that refers to the Control Objectives for Information and Related Technology. The COBIT framework focuses on the governance and management capabilities by providing a supportive tool for the professionals to bridge the information gaps (Wescott, 2018). COBIT model merits as a single framework because it addresses the pertinent gaps that exist among the technical issues, control requirements, and enterprise risks (Ibid). The use of COBIT structures and principles has been appraised across multiple disciplines because of the ability to guarantee quality, reliability, and control of the Management Information Systems (MIS).
Consequently, the Crisp Hospital plans to leverage on the benefits and competencies of a COBIT Framework in designing its IT Audit Plans. The COBIT provides five distinctive principles and enablers that are useful for to achieve holistic management of the entire enterprise (Wescott, 2018). Adequate preparation is critical for an organization that aims to attain enterprise benefits and build a stakeholder value using the tenets of the five principles of a COBIT framework. The five principles include surpassing the stakeholder needs, covering the enterprise End-to-End requirements, and applying a single framework. The other principles of a governance model that are based on a COBIT framework include separation and integrating a holistic approach (ibid). Therefore, Crisp Hospital commits to institute robust changes and modifications on the governance structures to incorporate the five generic principles of a COBIT model. 
Practical implementation of COBIT 5.0 hinges on a multidimensional business framework that enables the managers to gain diverse insights and benefits of an evidence-based competency. The contemporary insights to influence the IT Audit Plan and implementation include strategic alignment, balanced scorecard, and organizational systems (Wescott, 2018). First, Crisp Hospital IT Audit Plan has a goal to gain compliance. The COBIT 5.0 outlines insights that guide a manager on the steps needed to align with the legislative constraints. Therefore, a single audit framework has been appraised for offering guidelines and good practices to improve the weaknesses that conventional auditing structures exhibit (Tysiac, 2016). The COBIT 5.0 is focused on achieving control in the facet of legal compliance, which necessitates an organization to eradicate the pertinent weaknesses (ibid). Efficiencies in assessing the enterprise risks demonstrate the benefits of adopting a single auditing framework to a hospital-related EHR Sharing System. 
Secondly, the implementation of a COBIT 5.0 as a reliable single auditing structure addresses the need to assess the enterprise risks. The recent model of the COBIT framework advocates for a uniform approach during the integration of Information Technology (IT) concepts with business strategies (Wescott, 2018). Traditional auditing modules fail to consider the need for seamless integration of IT and business strategies, which elicit competitive advantages including adequate control. 
Lastly, integration of the COBIT 5.0 framework concerns to achieving strategies. The management literature and concepts that include strategic alignment influence the modules of COBIT 5.0 structures, which is essential during an IT Audit process (Wescott, 2018). Evidently, Crisp Hospital can benefit because of the ability to relate the IT-goals to the corporate objectives. The need to define the improvement priorities has strategic implications in the long-term time dimensions for the organization.
Proposed IT Audit Procedures
An effective IS Auditor strives to design an audit program that defines the specific procedures to attain consistency and improve the quality of the entire process. An audit program serves as the steering wheel to influence how the IS Auditor gathers evidence, elucidates the internal control mechanisms, and presents the final report (ISACA, 2016). The Crisp Hospital adheres to the standard frameworks and processes to achieve its auditing goals. The conventional audit procedures entail three critical phases that include planning, documenting the observations in the fieldwork, and reporting (McCafferty, 2016). The three phases incorporate multiple steps comply with the conventional audit standards.	
	Activities in the Planning Phase
Planning is an integral phase necessary to instill confidence in the IS Auditor because of the ability to influence the quality and consistency of the subsequent activities. A single audit structure provides five primary steps to bolster the efficacy of the planning procedures. First, an IS Auditor has a duty to define the audit subjects, which refers to the systems and critical success areas that necessitate regular and quality IT auditing (ISACA, 2016). The notable audit subject in a hospital-related IT Audit process includes the Enterprise Resource Planning, Central Data Depository, Change Management Process, and a host of core governance structures. Determining the audit subject also requires an IS Auditor to identify the sources of information. The pertinent sources of information that bolster the quality of planning procedure include the annual audit plan, risk assessments, and change management plans. 
Secondly, an IS Auditor has a fiduciary obligation to define the audit objectives that are specific to the selected audit system (ISACA, 2016). Other features of an audit objective are measurability, realistic, and time-bound. The key examples of a hospital-related audit objective include the need to assure legal and regulatory compliance, to harness the confidentiality, integrity, and availability of IT resources, in addition to corroborating the accuracy of the financial reporting model. 
Third, an auditor can define the audit scope after defining the audit system and the objectives inherent. The cadre of an audit scope reflects on the IT environment and facilitates an IS Auditor to identify the critical resources to conduct a detailed assessment (ISACA, 2016). The audit scope also merits because it facilitates an auditor to focus on the testing dimensions that are pertinent to the stipulated objectives (McCafferty, 2016). The fourth step focuses on undertaking pre-audit planning that can focus on the location, facilities, or sources of information to determine the necessary resources required (ISACA, 2016). A profound example of pre-audit planning is the review of the sales function, which requires the auditor to include the location of the sales, data center, and the accounting statements. 
Lastly, a standard planning procedure is to determine the audit procedures and strategies for gathering evidence in the organization (McCafferty, 2016). The strategic activities include obtaining departmental policies about the information securities, purchasing plan, and authority matrix in an organization. The IS Auditor can rely on credible sources of information to verify the departmental policies, which include the previous audit report, legal publications, and data from the finance department (ISACA, 2016). The IS Auditor also identify the list of individuals and personnel to interview. Further, an auditor has to identify a suitable methodology to use and perform the adequate evaluation (ibid). The final planning step is a process that aims to breakdown the broad audit objectives into specific goals that influence on the level of compliance and substantive testing. 
Fieldwork and Reporting Phase
The five planning activities affect the success of a single audit structure because they harness the caliber of audit and assurance program. The fieldwork and documentation procedure is relatively straightforward because it adheres to the assurance and audit program designed beforehand (McCafferty, 2016). The primary activities inherent in the fieldwork phase entail acquiring verifiable data, testing the control processes, issuance of the validation, and documenting the results (ISACA, 2016). Consequently, the reporting phase is the tail end of an audit process because it concerns with four generic activities. The notable tasks that boost the efficacy of an audit-reporting phase are gathering report requirements, draft a report, issue the report to the designated individuals, and making a follow-up (ibid). The Information System Audit and Control Association (ISACA) provide recommendations using publications to harness the success of a single audit framework, which improve the success rate of a hospital-related IT Audit program.
 Defined Balance Scorecard
Table 1: Crisp Hospital Balanced Scorecard with IT-related Goals and Performance Metric
	Strategy: Service-delivery Deliver Services with Respect and Compassion
	Initiative 
	objective
	Measure
	target

	Financial Perspective 
	Allocate budget to support business goals
	Maintain IT cost-efficiency
	Expense as % of budget
	5% per employee

	Customer Perspective
	-Achieve satisfaction 
-Attain collaboration 
	-Identify patient’s needs
-Ensure system stability
-Use process-value analysis initiatives 
	-% initiative with cost-benefit 
-% initiative with cost saving
	-60%


-80%

	Learning & Growth
	-Nurture the culture of growth & Development 

-Employees engagement and satisfaction
	-Training 


-Accomplish goals and complete projects
-search for the training opportunities 
	-#security training per staff

-#User led teams
-#identified per quarter
	-2 per month

-4 per month

-5 per quarter

	Internal Processes
	-Harness Innovations

-Maximize resources using new strategies 
	-Improve process delivery using reliable ICT architecture 

-Boost service delivery by creating better users experiences 
	-% of service call per architecture

-%improvement on user survey
-#of training and information requests
	<5%


>10% per quarter
-20 per month



	Concisely, the use of a single IT Auditing framework provides significant management insights that include the need to achieve strategic alignment as well as bridge the gap among the technical issues, control requirements, and enterprise risks. Further, Crisp Hospital’s IT Audit Plan will endeavor to incorporate multidiscipline insights that include business administration, corporate governance, and ICT management to harness the quality of the auditing outcomes. Evidently, the use of a Balanced Scorecard that aligns the IT-related goals with specific performance metric provides the potential audit systems for the subsequent IT audit process. 
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